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ABSTRACT 
The process of information propagation through the Internet may expose it to risk by discovering and stealing. 

Steganography is the art of hiding the existence of data in another transmission medium to get secret 

communication. There are several challenges facing the process of data hiding in images, such as embedding 

capacity, image quality, security, and computational complexity. In order to handle these challenges, this paper 

brings out a new data hiding system for true color images. The proposed system combines the merits of 

imperceptibility feature of LSB technique working in spatial domain with robust embedding policy based on 

salient features guided by human visual perception extracted from transform domain. The system translates the 

images into HSV color space that has the ability to isolate chromatic and achromatic components with the aim 

of increasing hiding quality. To improve security of embedding locations, the system uses secret-key for wavelet 

decomposition. In our case, adaptive LSB substitution method is employed to increase data hiding capacity and 

reduce embedding and extraction complexity. 

Final experimental results show the efficiency of the proposed system in terms of security, embedding capacity 

and the data hiding effect is quite invisible. 

 

 

1. INTRODUCTION 
1.1 Overview  

Security for data transmission is commonly very important issue in modern communication system. 

Steganography denotes to the art of "invisible" communication. The vital aim in steganography is to hide the 

very existence of the message in the cover medium [1]. Steganography and cryptography are counterparts in 

digital security; the clear advantage of steganography over cryptography is that messages do not appeal attention 

to themselves, to messengers, or to receivers. Cryptography takes a file and transforms it, through a 

cryptographic algorithm, into a new encrypted file, but steganography hides a file within another file. The 

various applications of steganography include protected military communications, multimedia watermarking 

and fingerprinting applications for authentication purposes to regulate the problem of digital piracy [2]. 

Steganography and watermarking are two key partitions of data hiding technology. Each has its exact purposes. 

In the first partition, purpose of embedded data is to transmit secret communication and to avoid drawing doubt 

to the transmission of a hidden message. In the second division, purpose of embedded data is to supply some 

supplementary information about the cover media such as media owner. Furthermore, steganography pays care 

to the degree of hidden while watermarking pays most of its characteristic to the robustness of the message and 

its aptitude to combat removal attacks [3]. 

 

In general, data hiding procedure have three essential parts: the data to be hidden (secret data), the cover file 

(cover carrier), in which the secret data are to be embedded, and the resulting stegofile (stego-carrier) [2]. A 

good data hiding method should be one that can embed as much data as possible (embedding capacity), and the 

perceptual distortion of the digital content after the embedding process should be as miniature as possible 

(invisibility). Digital images are considered good cover carriers because of their insensitivity to human visual 

system. Image data hiding is an application of the steganography; its purpose is to embed a huge volume of data 

in images in an imperceptible way. 
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There are many challenges facing the process of data hiding in images:(1) Embedding volume: it refers to the 

amount of data that can be interleaved into the image without fading its integrity;(2) Perceptual transparency: it 

is necessary that to avoid suspicion, the embedding should arise without significant deficiency or loss of  

 

perceptual quality of the image; (3) Robustness: it mentions to the ability of embedded data to stay undamaged 

if the stego-image suffers from various transformations such as scaling, rotation, cropping or compression; (4) 

Tamper resistance: it denotes to the difficulty to change or forge a secret message once it is embedded in a cover 

image; (5)Computational complexity: complexity of hiding technique employed for encoding and decoding is 

another issue and should be given significance [3], [4]. 

 

Recent methods for the embedding of data into the cover image fall into four classes [5], [6]: (1) Spatial-based 

scheme embeds the data into the pixels of the cover image directly. It is a simplest method for data hiding that 

has higher capacity but it is very weak in resisting even simple attacks such as compression; (2) Transform-

based scheme embeds the data into the cover image by modifying the coefficients in a transform domain (e.g. 

Discrete-Cosine transform or Wavelet transform). Such technique is very secure and has certain robustness 

against some image processing, while its disadvantage is that it is computationally complex; (3) Spread 

spectrum scheme embeds the data over a wide frequency bandwidth than the minimum required bandwidth to 

send the information. In such technique, without destroying the cover image, it is very difficult to remove 

message completely. Nevertheless, this technique has a clear disadvantage in that the maximum distortion 

introduced by the embedding is not limited; (4) Distortion scheme embeds the data by signal distortion. The 

embedding process adds sequence of changes to the image and the extraction process checks for the various 

differences between the original image and the distorted image to recover the secret message. This type of 

technique needs original image for information extraction. In this work a specific steganographic system for 

hiding data in the spatial domain for true color images has been proposed. A color space mapping technique has 

been hired for embedding into predefined color channels to diminish degradation or damage of perceptual 

quality of the image. To reduce computational complexity, the system employs least significant bit (LSB) 

technique for embedding and extraction in predefined pixels, which corresponding to salient features that are 

related to some wavelet subbands' coefficients. Furthermore, to prevent illegitimate access of the data and get 

well embedding results, parameterized wavelet transform with an optimal LSB substitution method is utilized.  

 

2. IMAGE STEGANOGRAPHY METHODS 
In recent years, the number of steganography software that has been issued publicly around the Internet has 

reached more than 200 presently (Ming et al., 2006).  The methods and carrier types tend to diversify. This 

section will give an overview of steganography tools: classifications and features.  According to Ming et 

al.(2006), based on the analyses of steganography methods’, they partition these methods into five categories as 

the following:  

a) Spatial domain based steganography;  

b) Transform domain based steganography.  

c) Document based steganography.  

d) File structure based steganography.  

e) Other categories.  

 

2.1 Spatial Domain Based Steganography  

Spatial steganography mainly includes LSB (Least Significant Bit) steganography and BPCS (Bit Plane 

Complexity Segmentation) algorithm. The spatial methods are most frequently employed by steganography 

tools because of fine concealment, great capability of hidden information and easy realization (Ming et al., 

2006).  

 

The LSB steganography includes two schemes: Sequential embedding and scattered embedding Taking images 

as example, sequential embedding replaces the pixels’ LSBs with the message one by one sequentially. The 

representative tools of LSB steganography include S-Tools, Hide and Seek and Hide4PGP (Ming et al., 2006).  

 

2.2 Transform Domain Based Steganography  

The method of transform domain steganography is to embed secret data in the transform coefficients, which 

meets the requirements of both imperceptivity and robustness. The transform domain methods mainly include  
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JSteg, F3, F4 and F5 algorithms. The representative tools include JSteg shella 2.0, JPHS, F5, outguess, Steganos 

Security Suite 6.0 (Ming et al., 2006).  

 

2.3 Document Based Steganography  

This kind of tools embeds data in document files by adding tabs or spaces to .txt or .doc files. The representative 

tools include Snow and Tex to.  

 

Snow embeds data in .txt files by adding tabs and spaces at the end of text line. Every 3 bits are encoded with 0 

to 7 spaces and the spaces are segmented with a tab. So the number of secret bits should be a multiple of 3 

(Ming et al., 2006).  

 

2.4 File structure based steganography  

Structural embedding inserts secret data in the redundant bits of cover file, such as the reserved bits in the file 

header or the marker segments in the file format.  

 

This makes hidden data immune to the visual/aural attack and the statistical detection. The representative tools 

include JpegX, Invisible Secrets, Camouflage and Steganography (Ming et al., 2006).  

 

2.5 Other Categories  
Besides the categories mentioned in the previous section, there are few steganography tools based on the video 

compression encoding and the spread spectrum technique. Compared with static image, video file have more 

usable space for hiding. So the large steganographic capacity is the biggest advantage of a video file (Ming et 

al., 2006). 

 

3. LITERATURE REVIEW 
A number of techniques have been implemented for improving image data hiding. They tried to defeat two 

major problems: the size of the hidden data and the security of that data against attackers. A diversity of these 

approaches in spatial domain has been suggested in the literature. Many of these works explicitly consider the 

data hiding by using LSB planes through directly replacing the LSBs of the cover-image with the message bits 

[7], [8]. These techniques are based on the idea that marginally modification of the pixels with a wide range of 

values will not cause perceptible distortion. LSB techniques usually are simple and fast to implement. They also 

permit for a relatively great payload and do not change the size of the image file. However there are several 

disadvantages to these approaches such as the insertion is susceptible to slight image operation like cropping 

and compression and the hidden message can be damaged by the intruder by means of altering the LSB of all 

image's pixels. Currently four different LSB-based hiding algorithms have been employed, which are: blind 

hide, hide seek, filter first, and battle steganography algorithms [5], [6], [7]. The first algorithm blindly hide the 

message since it just starts at the top left corner of the image and works across the image pixel by pixel. As it 

goes along, it adjusts the LBS of the image pixels to match the message. The second algorithm arbitrarily 

allocates the message across the image. It uses a password to create a random seed, and then utilizes this seed as 

a subject to the first position to hide in. It remains to randomly generate positions until it has finished hiding the 

message. It’s still not the best method as it is not looking at the pixels used for hiding - it might be more suitable 

to figure out areas of the image where it is better to hide in. The third algorithm filters the image using one of 

the built-in filters and then hides in the highest filter values first. It has less observation on an image because 

using the filter guarantees that hiding is in the parts of the image that are the least visible. Finally, the fourth 

algorithm firstly filters the image and uses the uppermost filter values as "ships". The algorithm then randomly 

"shoots" at the image and when it finds a ship it groups the shots nearby that hit in the hope of sinking the ship. 

It is secure because you need a password to recover the message. Also, it is fairly effective because it hides the 

bulk of the information in the best areas. 

 

Regarding the above classes, many researchers have developed algorithms to hide data in image. For instance, 

authors in [1] presented an algorithm for data hiding in binary images that assured the security and invisibility. 

To conceal data, no key is needed rather this algorithm that is based on the number of occurrence of 0s and 1s in 

data that has to hide and number of occurrence of 0s and 1s in the last bit of each pixel of binary image file. The 

main problem is the limited data that can be hidden because it is designed to work just on the binary images. 

Mohamed M. et al. [7] suggested an approach for gray scale image that compacts with three main steganography 

challenges (capacity, imperceptibility, and security). This is attained by hybrid data hiding scheme that joins  
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LSB technique with a key-permutation method. The authors also offered an optimal key permutation method 

using genetic algorithm for best key selection. Their experimental results showed decrement in computation 

time when increasing number of keys, at the same time system security improved. An improvement to the  

previous techniques is offered by J. M. Ahmed et al. [8] via accidentally embedding the bits of the message 

(instead of sequentially) in the image to yield more secured system. In this case, the embedding of message bits 

into the image is not only in the least bit but also in the other bits in the pixel in a random way. 

 

In the same direction the authors in [9] presented a new method to embed a gray image into a grayscale cover 

image (data hiding by gray level modification). The method was designed in such a way that the gray value of 

every pixel of the secret image is conserved, i.e. no alteration will be generated in the secret image when it is 

extracted out from the cover-image. On the other hand, because the resulting cover-image usually holds a large 

quantity of embedded data, it may extremely be corrupted. Their method is faster and makes a little variation to 

the cover image that is indistinguishable by human eyes. From another perspective, the pixel-value differencing 

(PVD) method segments the cover image into non overlapping blocks containing two connecting pixels and 

modifies the pixel difference in each block (pair) for data embedding. In the extraction phase, the original range 

table is necessary to divide the stego-image by the same way as used to the cover image. This method can 

successfully bring both high embedding capacity and outstanding imperceptibility for stego-image but it is blind 

[9]. 

 

On the topic of transform-based data hiding methods, in the literature, the most used transformation functions 

include discrete cosine transform (DCT) and discrete wavelet transform (DWT) [10-12]. The basic approach for 

hiding information with DCT and DWT is to transform the cover image, pull the coefficients, and then upturn 

the transformation. If the choice of coefficients is good and the size of the changes is controlled, then the result 

is appealing near to the original. For example, the work presented in [10] proposed a novel high capacity data 

hiding method based on JPEG. The proposed method employs a capacity table to guess the number of bits that 

can be hidden in each DCT component so that substantial alterations in the stego-image can be escaped. This 

method does not embed the secret data in the high-frequency components in order not to enlarge the size of the 

stego-image. Their algorithm allows users to regulate the level of embedding capacity by using a capacity 

factor. Another related work in [4] where the authors recommended high-capacity image steganography 

technique in gray scale images that uses pixel mapping method in integer wavelet domain with tolerable levels 

of imperceptibility and distortion in the cover image and high level of total security. This method prepared for 

extracting the secret message without the cover image. The work in [12] offered a two stage (stego-based-

crypto) invertible technique based on cryptography and steganography algorithms. In order to increase the 

security, their technique used RSA cryptographic algorithm in the first stage for encrypting the secret message, 

and Integer Wavelet Transform (IWT) based lifting scheme in the second stage as a steganography algorithm to 

hide the secret message. This algorithm affords good security, but the embedding capacity is restricted and the 

computational complexity is high. In recent times, many schemes unify both of spatial and frequency domain in 

a unified diagram to attain the advantages of both them. In this case the information is stored in the wavelet 

coefficients of an image, instead of changing bits of the actual pixels, see [4] for more details. Surprisingly, in 

the literature, data hiding techniques that deal with the true color image are few and vary in their security, 

robustness and performance [13][14]. For instance, the authors in 

 

[13] considered an algorithm for data hiding in RGB color images using LSB technique for red color channel 

only. Disadvantages of their method are mainly in the fact that it needs a fairly large cover image to create a 

practical amount of hiding space. Another work in [14], where an overlapping color palette partition based data 

hiding with improved secret embedding procedure has been presented. In their approach, a mapping function is 

considered to process color embedding for color that belongs to three color subpalettes. 

 

The similarity of colors in palette is explored to produce any size of sub-palettes with large size to increase 

hiding capacity. Disadvantages of their method are mainly in the fact that it requires original image for the 

recovery of secret message. 

 

4. PROPOSED METHODOLOGY 
To get a well balance between invisibility and hiding capacity, the suggested system exploits adaptive LSB 

substitution and human visual system features to develop a lossless data hiding system for color images. This  
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system works in spatial-domain with the help of some information extracted from transform domain to choose 

the image's locations that will be used for embedding. 

 
Figure 1. Proposed Data Hiding system 

 

The contribution of this paper is to develop a system for hiding information in true color images that tries to 

overcome the obstacles facing the previous techniques. The idea is that changing in the salient image pixels in 

specific image's color channels will not perceptually degrade the image. 

 

The robustness of the created system is realized by employing LSB substitution technique in various color 

channels and different least significant bits to increase hidden data capacity, whereas security is achieved by 

adapting a wavelet filter parameterization technique. Furthermore, this system requires no knowledge of the 

original image for the recovery of the secret image, yet yields high signal-to-noise ratios for the recovered 

output. 

 

This comes from our observation that different subbands of frequency domain coefficients give significant 

information about where salient and non-salient pixels of image reside. 

 

The most important differences that distinguish the proposed system from existing state-of-the-art approaches 

are: (1) it works at a true color image and embedding process can be carried out in multi-color channel, thus 

increasing the hiding capacity; (2) more secure- it can battle a range of attacks (tamper resistance) by exploiting 

the concept of parametric wavelet filter; (3) the computational complexity is reduced because of working at  
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spatial domain instead of transform domain, which is very complex, takes more time and makes more changes 

in the cover image; (4) the ability to support low invisible degradation because of utilizing color space mapping 

technique; (5) adaptive- the system takes statistical global features of the image before attempting to  interact 

with its LSB pixels. The system is driven by separate functions: adaptive excerption of the place to conceal; 

adaptive excerption of number of bits per pixel to conceal. 

 

At first color conversion is applied on the input image through HSV color space. Secondly cover 

image is converted to transform domain. This is attained by applying parameterized DWT on cover image 

leading to four sub bands. Then payload locations are determined depending on wavelet based salient points 

coefficients. Finally secret data embedding is performed in image pixels directly by locating those pixels 

corresponding to salient subbands' coefficients. The systematic block diagram of the proposed scheme is shown 

in Fig.1 and the following subsections briefly outline each step. 

 

4.1 Embedding Steps 

1. Convert into HSV color space: Change RGB color image into HSV color space. The HSV model separates 

out the luminance component (Intensity) of a pixel color from its chrominance components (Hue and 

Saturation). This representation is more similar to the human perception of color through eye cells [13]. In 

computer vision anyone often wants to separate color components from intensity for many reasons, such as 

robustness to lighting changes, or removing shadows. HSV is often used simply because code for conversion 

between RGB and HSV is commonly available and can be executed easily. In this research and through 

experiments, the proposed system can determine the best color channels that can be used in the process of 

concealment, and that do not result in any deformation regarding cover image visibility and quality of secret 

image after extraction. 

2. Apply wavelet filter parameterization: 

Robustness of data hiding technique can be enhanced if properties of the cover image could be exploited. 

Taking this facet into consideration, working in transform domain becomes more attractive. The use of wavelet 

in image steganographic model lies in the fact that the wavelet transform clearly splits the high frequency 

information (LH, HL, HH subbands) that hold the edges and textures of the image in different directions and 

low frequency information (LL subbands) that comprises the supreme energy of the image on a pixel by pixel 

basis[11]. 

 

4.2 Extraction Steps 

By doing the same sequences of steps required to determine the embedding locations, the secret image will be 

extracted. As shown in Fig.1 the received stego image, which may be attacked is firstly converted to HSV color 

space and then the predefined color channel is transformed into wavelet coefficients by one-level parametric 

integer lifting wavelet transform with a suggested secret-key ∝, in embedding process, to deal with the correct 

location of the secret message. Then, the three high frequency vertical, horizontal, and diagonal subbands are set 

to zero. Perform the inverse wavelet transform and obtain the reference image. As in embedding process, the 

computed difference between the color channel's image and its reference image is utilized to achieve blindness 

of the proposed system. According to the sequence of embedding locations, the hidden data is gained by the 

LSB extraction process. 

 

5. CONCLUSION AND FUTURE WORKS 
In this paper, an efficient steganographic system for embedding secret messages into true color image without 

producing any major change has been proposed. To increase the system performance in terms of both capacity 

and security; the method of optimal LSB substitution is presented in combination with parameterization based 

lifting wavelet transform. The proposed system allows complete recovery of the original host image with small 

visual distortion in stegoimages because of consideration of human perceptual factor that is inherited from HSV 

color space of image. In addition, the system is able to extract the secret message without the cover image. 

 

Extensive experiments show advantages of our lossless color image data hiding system for providing good image 

quality and large message capacity as well as increasing in the system immunity to specific range of attacks. The 

proposed system is very practical for most image files that are stored and transmitted in the PNG and BMP 

format. In the future, we intended to extend our system to hide gray scale and color images as secret message and 

to increase the system ability to deal with geometric and processing attacks. 
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